AND MORE 24/7

MP3s, VIDEOS,

L
=
"
Z
=
(=
Q
<
o
"

APRIL 2009
IR




OR THE
EW BREED
OF TEENAGE
ICROCELEBS,
XPOSURE
0 HACKERS
AND
S REDATORS
< ""'l 8 THE
PRICE TO
PAY FOR
~ “ONLINE FAME.
¥ o BUT AS ONE
PREIPA T TACKER
et EARNED,
eAMOR HILTON
IS NOT
ONNA TAKE
[T LYING
DOWN.

By
DAVID
USHNER

HOTOGRAPHS BY

DANTELLE
EVITT




Ao Hilton,
photographed for SFIN
in Los Amgeles
February 3. 2009




The Israel-born Hilton was used to being on
her own. Growing up in the Valiey, she never
knew her father, and she bounced between living
with her mom and her grandparents. Sometimes,
she'd chum around with the other self-deseribed
“seene kids"™—young punks who trolled Sunset
Boulevard in tattoos, tight black pants, and pierc-
ings. Or she'd stay home, log on to her computer,
flip on her webcam—and try to become a star.

Every Wednesday night, she hosted a live
video show on Stickam, a burgeoning do-it-your-
self social network. What distinguishes it from
MySpace or Facebook is that Stickam lets its 3.5
million subscribers broadeast video in real time
as viewers chime in via instant message. It's a
place where Hilton and other like-minded extro-
verts could become their own reality stars, engag-
ing in gooly, sometimes risqué confessionals, Kids
talking to kids, withour any pesky adults inter-
fering—kinda like Peanuts. Or Lord of the Flies.

For Hilton, it seemed like the perfect platform
when she first logged onin early 2007, As a little
girl, she had dreamed of becoming an actress
like her favorite, Hilary Duff, bur the reality of
auditions and compromises zot her down. “It's
sa, like, boring waiting around all the time,” she'd
say in her Valley Girlese, Her mother was a part-
time pinup medel (“Like Bettie Page,” Hilton says,
“She's really hot!”), and Hilton craved the same
kind of iconie fame. She seored a small role on
Hannah Montana as a mean girl, but hated how
pedestrian she appeared. “I had to sacrifice the
way I wanred to look to do the job,” she recalls.

On Stickam, though, she could be herself.
With her pixieish charm and the bubbly appeal
of alovable bad girl, Hilton insinuared herselfinto
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n Friday, December 28, 2007, Amor
Hilton went to the North-ridge
mall near Los Angeles with two
friends. Petite and spacey with
wide blue eyes, cotton-candy-pink
hair, and a silver nose ring, the
17-year-old looked half-anime, half-emo. Maybe she'd buy another
Hello Kitty purse for her collection, or some bright new nail
polish to match her latest dye job. But mainly, like most kids in the
San Fernando Valley, she was just going to the mall to hang out.

the punky popular crowd, She'd preen on camera
in' American-flag short-shorts on a red shag rug
or play drunken vaice mails from admiring boys.
She began dating and cohosting Stickam shows
with an androgynous would-be model named
John Hock, One time, she sat ar her webcam as
tweo guys soaked in a bubble bath behind her.
I want to get in!" she chirped, before stripping
down to her black skivvies and joining tham.,

And people watched, making Hilton one of
the most popular entertainers—or Cam Girls—
on the site, racking up more than a quarrer mil-
lion viewers, a modest number relative to TV,
but encugh to make her a whale shark in this
small pond. Hilton saw Stickam as her spring-
board, and launched her own site for other
onling pinups, Brutal Dolls. She began hiring
ather models to pose in Suicide Girl-like regalia.
She even parlayed her notorieny into modeling
gigs for Hot Topic,

Despite her casual air, she alsa knew that
she was attracting no shortage of
creeps. First there were the come-
on e-mails. Then the hang-up call-
ers. Once, she found broken doll
parts spread out on top of her car.
“Tr weirded me out,” she says, “but
I wasn't bothered by i Hilton has
a preternatural ability o compart-
mentalize, toseparate her ‘real” self
from the one onling. Amor Hilton is

not even her real name—Amor was stal

a childhood nickname from her
mom, and Hilton was what girls at
school called her. They thought she
was stuck-up.

When her pink Hello Kitty cellphone rang
at the mall that December night around &
p.M., she didn't flinch at what the caller said:
“fvou hang up, 'l shut off your phone " Whar-
ever, she thought, and hung up. Itrang seconds
later. “I'm serious,” he threatened. “I'm going
to-shut off your phone.” Hilton laughed it off,
and hung up again.

As she sat downin the food court, her friend’s
phone rang. It was Hock, sound-
ing frazzled, asking for Hilton.
Hock was wvisiting his mother
in Phoenix, Bul just as he was
about o leave for the Greyhound
station o return Lo ]..r.'l., I!I’." E'Lﬂ el
MySpace messaze from Hilton
telling him not to get an the bus
because she was going 1o/ come
pick him up. She just needed him
to give her his mother's phone
number and address.

Hock thought it was a weirnd
request. But the message was
from her account, so he senr
the address and phone number
along. Seconds later, & private
caller rang his mom's phone. The
young guy on the other end told
Hock not to get on the bus—or
else. Hock immediarely hung up
and tried Hilton, then her friend. Hilton said
she had never sent him the MySpace message.
“Where are you?” Hock asked, franrically, “Are
you at a computer? Your phone's not working.”
Hilton flipped open her phone.

It was dead.

ACCORDINGTO
HITWISE, ATECHNOLOGY
RESEARCH FIRM,

social networks have grown 35 percent over the
past three years—more than the proliferation of
search engines, and shopping, entertainment,
and porn sites.

For teens, the appeal of Stickam in particular
is broader than simply keeping track of friends
and colleagues; for the generation who grew
up on reality TV and YouTube, Facebook and
MySpace lack one of the most no-duh big ideas
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around: live video, While MySpace allows for
video uploads on its MySpace TV section, put-
ting live feeds on it or other sites is considered
risky—particularly with heightened concerns
over child safety online,

In February 2006, the Los Angeles—based
Advanced Video Communications launched
Stickam to let DIY webcam broadeasters embed
viden feeds right on homepages on sites such as
Xanga, Friendster, and MySpace. Security was
still ‘an issue, but under this arrangement, it
wold fall on the social networks to do the mon-
iroring. “We tried to have good passward secu-
rity,” savs Jake Gold, Stickam's chief technical
officer, “and o tell users ways to keep safe.”

For a short rime, the service thrived on
MySpace, before it was blocked from the site
due o security concerns. To survive on its own,
Stickam had to employ a self-policing commu-
nity standard similar 1o the kind YouTube uses
to keep out sex and violence. Stickam also limits
membership to users over the age of 13, though
it acknowledges the difficulty of enforcing the
policy and provides parental controls to help
adults keep tahs.

Keeping tabs of the kids who are making the
shows, of course, is another story—especially
when parents aren't watching. The horrific
potential of this unsupervized frontier was real
ized last November, when 19-year-old Abraham
Biggs broadcast himself everdosing on pills on
the live video site Justin.tv. Viewers had egged
him on.

The heart of the problem is that, as Gold says,
“live feeds can't be taken down.” Videos can
only be banned afrer the fact, a task thar grew
more daunting as Stickam expanded from 200
live feeds to 50,000, In addition to relying on
users to flag violarions, Stickam now employs
round-the-clock moderators 0 monitor the
feeds—a: system; the company says, thar has
proven successful.

Then the company had to deal with an unex-
pected consequence of pairing live reens with
live cameras; celebrity.

AS ENTREPRENEURIAL
TEENS BEGAN
COMPETING ON STICKAM

to have the most-watched show, few were say-
vier than Hilton. *T admit to being a complete
workaholic,” she once blogged. “This is the busi
ness and/or industry thar I was born in, raised
in, grew upin, and will die in. Period."

While many Web-birthed microcelebs may
dabble; Hilton was dogged in her pursuir of
Tila Tequila-style fame, regardiess of the con
sequences. “I'was on fromthe time | woke up to
the time T went to sleep,” she says now, during
a break in shooting ar a makeshift studio in a
small Woodland Hills apartment. Stickam may
profit from its stars’ traffic, but it largely stays
out of the way, so the responsibility for staying
safe ultimately falls on the talent.

While Hilton had shrugeed off the weird fan
contact in the past, her new stalker wasn't so
easily ignored. When she got back to her grand-
parents” house in Sun Valley at around 10 p.m,
and fired up her laptop, her baby-blue evies wid-
ened in shock.,

“Oh, shit,” she srumbled.

MATTHEW LUSH [GAYGOD)

After entering her passwords, she was unable
o log on to her MySpace and Stickam accounts.
She had been hacked. She called the phone
company o reinstate’ her service, but within
minutes, the line wias dead again.

Then her phone rang. Hilton answered, and
the strange guy on the other end told her there
was one way she could get her accounts hack:
“Send me some nude pictures.”

Achill shot through Hileon. “No fucking way,”
she said with a sneer.

Hilton listened in horror as he rattled off her
Social Security number and home address. Her
voice shaking, she asked, “What's your name?
What can I call you?"

“VIR" he responded,

Then the phone wene dead again, Hilton was
staying with her grandparents because she had
been fighting with her mother—and they were
terrified by the situation. As savvy as Hilton was
onling, she was still a kid—and had a child’s
sense of life and death. “Kids don't realize
their mortality,” says her grandmother, Ginger
Catton. “And the older we get, the more we real-
ize that these things are real, and that bad things
do happen.” So Cotton took action—albeit not
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by preventing her teenage granddaughter from
bathing in front of hundreds of thousands of
strangers. “We had an extra security system put
in [the house].”

This wasn't the first time a Stickam enter:
rainer had been hacked. While Stickam was
successiully monitoring content the previous
fall, it began hearing about a rash of hacker
artacks perperrated by a notorious gang called
Team n(kd, started by a 16-vear-old compurer
whiz who went by the name Too Live. Too Live,
'-'.'h(} p]'ﬂfE'TS o e I'IIHi!'I .'II'II:]I'I_'."I'I'lI']:I]S.. .‘i.'!:lr'ﬁ |:]!'.‘ OO~
siders himself a “gray hat” hacker—one who
makes Internet start-ups aware of security flaws
by gleefilly taking advantage of them, “Its fun,
but T help them out by reporting exploits,” he
tells me over M.

stickam didn't mind—at first, anyway—and
sent Too Live a free webcam out of gratitude.

STICKAM HAD
TO DEAL WITH
AN UNEXPECTED
CONSEQUENCE

OF PAIRING LIVE
TEENS WITH
LIVE CAMERAS:
CELEBRITY.

But when Team nOd hacked into the site to
show how easy it was to redirect friend-request
links to steal—or phish for—persanal informa-
rion, the hackers were banned. So Team nOd
decided to strike back against the lifeblood of
the site, the entertainers. “We started attack-
ing the website by hacking users’ profiles and
hijacking administrator accounts,” Too Live
reveals. “Stickam didn't think we would react
in such a destructive manner, so they didn’t do
anything but let us be,”

It was the Net equivalent of the geeks affec-
tonately punking the popular girls. Team n0d
would steal passwords, and then vandalize
homepages with their gang name. Hilton fig-
ured they were the ones behind her harassing
calls, and contacted Too Live, who knew right
away who VIP was: Jeffrey Bobert Weinberg,
a 22-year-old hacker who was parr of a group
indicted for breaching a database ar LexisMexis
and stealing the private records of more than
310,000 people, including Armold Schwarzeneg-
ger and Demi Moore: In January 2007, Wein-
berz began serving a ten-month prison term for
ageravated identity thefr. When he got our, he
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faced three years’ probation, during which his
computer was subject to random searches and
he was prohibited from going online,

But he couldn't resist rempration for long,
and began stalking Cam Girls, including Hilton's
friend Chelsea, an 18-year-old from Florida who
blogs under the name Audiowhorezasm. With
her blonde hair with black ends, Chelsea was
another familiar face on the Stickam scene and
wasalso being harassed for nude photoz, ©1 was
really scared,” she says, *Ifhe can ger myv home
phone number, he can ger anything.”

Too Live was no fan of Weinberg's work and
wanted to help bring him down. For Stickam,
the story had come full circle: The company
needed its higgest star and most notorious
hacker to caprure its most dangerous encmy.

JUST KNOWING
WEINBERG WAS HER
LIKELY NEMESIS

wasn't enough—Hilton needed proof o have
him arrested, so she went to the police and
filed & report. And on January 1, 2008, 45-year-
old Detective Eric Jones responded. A 19-year
veteran of the LAPD, Jones was an old-school
gumshoe with a thick mustache. The two
became an unlikely dynamic duc—the self-
deseribed “analog detective” and the Internet
gitl. To get up 1o speed, he stayed up late on the
phone with Hilton, as she told him how to log
on o MySpace and surf Stickam chat rooms,

When Weinberg called Hilcon back angrily
the next day, Jones was listening in and had
given Hilton specific instructions not to reveal
that he was on the line. But seconds into the
call, Hilton blurted, *You berter watch what
yau say, Jeffrey, because my detective is right
here on the line." Jones slapped his forehead as
Weinberg cackled defiantly. "Hey, detective,” he
taunted, “catch me if you can. I'm a ghost."

After getting Stickam to reactivare  her
accounts, Hilton scoured Weinberg's trail for
clues until she found fve numbers buried in
her hacked user info—92629%—a zip code, she
knew, in Orange County. She also found a site
urging visitors to prank the reviled hacker,
including the message “VIP's hungry, ornder
him pizza,” followed by a phone number and
address in Dana Point, California, a coastal
town near Laguna Beach.

Hilton dialed the number, and a woman
answered—Weinberg's mom. When she was
told what her son was doing, she started crying.
She told them thar she was fighting cancer and
that her son wasn't home. At 4 a.m. on Janu-
ary 11, Jones and a group of undercover cops
approached Weinberg at an LA Fitmess club
in Orange County, where he worked the fromt
desk. “You know who I'am?” Jones asked him.

“MNo," said Weinbers.

“I'm the ghostbuster,” Jones replied with a
smile. Weinberg was charged with six counts:

attempted  extortion, (raudulent  computer

access, unaurhorized computer access, disrup-
tion or denial of computer services, annoying
phone calls, and identity theft, They had him.
In May 2008, Weinberg pled no contest and
was sentenced to two vears in California state
prison.

The prison declined an interview with Wein-
berg for this story, but his father, Rodrick, thinks
the problem lies in technology as opposed to,
say, common sense, (Prohibited from computer
useas part of his release, Jeffrey Weinberg used
his father's laptop to stalk Hilton. Who knew a
convicted hacker could zet past Daddy’s pass-
word?) “When vou're dealing with a computer,
if vou're extremely talented, vou can do a lot of
things that most people couldn’t or shouldn't
do.” Rodrick says. “And thar's the danger of
being online.”

Stickam now knows. thar securing a live
viden community is not just a matter of keep-
ing tabs on the content, but also awatchful eve
on the vulnerable young celebrities it might
spawn. “The larger one of our shows is now,
the more we pay attention,” says Jake Gold.
“A program like Amor’s will have more people
targeting it,”

Hilton's srandmother savs the experience
was a wake-up call about her granddaughrer's
life:online, “There is a concern there,” Cotton
savs, “and I think [the kids] should nor reveal
too much of themselves. But I think a lot of the
online celebrities, what they reveal is not neces-
sarily themselves. I think what they're revealing
are fanrasies.” She can't speak to Amor’s show,
though, because she's never seen it As Cotton
purs it “I'm respecting her privacy.”

Hilton claims the encounter with VIP hasn't
deterred hers, “T'm more cautious now,” she says.
“I'm a lot smarter than [ used robe.”

Bur she's as exposed as éver, if not more so.
She appeared with her mother on the MTV
show Sex...With Mom and Dad and claims to
have a pilot deal at MTVu, (MTV was not able
to confirm this,) But she's sacrificing real-life
stahility for success, couch surfing at friends’;
leoking for a day job doesn’t appear to be an
option. “Amor is a motivated young lady and,
in some ways, very adule,” says Detective Jones.
“And in other ways, she's still justa kid."

Though Hileon thinks notice has been served
o other would-be arrackers that she's not o
be taken lightly—"They don’t have the balls 1o
mess with me; they know | sent somecne to jail,”
she says brashly—she’s still surprisingly naive
about the one thing she has achieved after all:
online stardom, *[ didn't think | was anything
special,” she savs. She tells me how she recently
had o ask her younger brother for a reality
chieck. “Do you really think I'm what everyone
claims me to be?" she asked him, “Famous? Are
they for real ?”

“Are you stupid?” he replied. “"OF course
you're famous!™

*1 was like, "Wow. That's really weird,' " she
says, as il waking from a dream. “That's cool,
and it can help my business out a lot.” &



